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4. CyberMinder IoTOMITRE ATT & CK for ICSADX ISR E RE

3E Tk ~7/:CyberMinder IoT® V) 2 — 3 V&, 2B THH L7ZZMITRE ATT&CK for ICSD A ¥ 7 5 THIE
FTRE23HHD ) H20HH OREAKITHIE LTV 5 (R2), b 3HHOHEMEKIL, FHEOYEFELFIET S Active
Directory Y d kg FEFIRID : M0915) R, ¥ 21) 74 =k KEZR L7240 v b7 — 27 #%EFEEAKID : M0810, M0812)
THDHD, TNHIZDOVWTHMINDD Ry T =7 EES— AL MO — 22 FHT LI LTS v 75T T
N E23HH A TOFHFIHIETHETD 5.

R 2 -BMRNA O IE—EE (WIS HE A REFR 7 T 178

1D AEAIR B o WEORZ 5L Ui AR B FiA BB 3R
M0801 Access Management O - - -
M0915 Active Directory Configuration - - - -
M0949 | Antivirus/Antimalware O O O O
MO0800 Authorization Enforcement O - -
MO0803 | Data Loss Prevention O O - -
M0942 Disable or Remove Feature or Program - - - O
M0950 | Exploit Protection O O O O
MO0937 Filter Network Traffic O O O -
M0804 Human User Authentication O - - -
M0935 Limit Access to Resource Over Network O - - -
M0934 Limit Hardware Installation - O - -
M0806 Minimize Wireless Signal Propagation - (@) - -
M0932 Multi-factor Authentication O - - -
M0807 | Network Allowlists O O O -
MO0931 Network Intrusion Prevention O - -
M0930 |Network Segmentation O - - -
MO0810 Out-of-Band Communications Channel - - - -
M0920 SSL/TLS Inspection O O @) -
MO0812 Safety Instrumented Systems - - - -
MO0814 Static Network Configuration O O O -
MO0919 Threat Intelligence Program O O @) -
MO0951 Update Software - O - -
MO0916 Vulnerability Scanning - O - -

SSL : Secure Socket Layer, TLS : Transport Layer Security

%3, CyberMinder IoTTid, &1 TRL72A ¥ 7 7 DS DEE, MikE L TOEEITIZOWT S BE DXL T 3L
B 2720, TEAAYMRAVINT A 7O — R LTRMET 25 CTH L, £72, ¥ A7 2 0IER LR E
LB E, AR TN TE R WEIERMN 2217 T, ThaBmd 2 M AP EZ R/NRICT 57200755k
ZDOWTHIZEZ fEBET %o
(71:4) Active Directoryld, Microsoft Corp.DBEFHIETH 5,
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(1) The MITRE Corp. : MITRE ATT &CK ICS Matrix
https://attack.mitre.org/matrices/ics/
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